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“The Moslems developed an exceptional theoretical knowledge of cryptanalysis. This
Knawlcdge bespeaks a fair practical excprience with inferception and cryplanalysis, thougl some
scholar have written that they doubt it. The various Moslem archives remain relatively unexplored
and this might bring exceplional rewards to the investigator.” (David Kahn, “Kahn on
Codes™"p.284) -

P Ll pele e 15 el Saaad 3B e GBme Sl by

ey 23 3 oW o S5 e 2N o Sy s iy SN

LS o Eo U flagt di cankiee G aiiSa g S Y bulat o P
0 padly 5o

*‘_..an articlc from the Journal of Scmilic Studics... It showed that the Arabs had practiced
cryplanalysis long before the West-and provided me with the most imporlant historical
breakthrough in my whole book’’. (David Kahn, **Kahn on Codes™’p,21)
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“‘Cacsar's clementary cipher sulficed for his day, because the first code breakers did not
appear until scvcral centurics later. 1L was the Arabs who discovered the principles of
cryptanalysis. But their Knowledge contracted as their civilization declined, and not until the

Renaissance did the west rediscover cryolanalvsis™. (David Kahn, *‘Kalin on Codes’'p.41)
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"'Crypology was born among the Arahs. They were the first ta discover and write down the

methods of ceyptanalysis’, (David Kahn, '‘The code Breakers'p.93)
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RIVEST, R. L., SHAMIR A., & ADLEMAN L., «A method for Obtainirng Digital Signawwres ard ( \ )
Public Key Cryptosystems», com. AGM. Vol.21, pp. 120-12.6. Fet 18.

MERKLE, R. C. & HELLMAN, M. G. «Hiding Infoimation and Signatures in Trap Door (\‘)
Knupsacks», IEEE trans. Inf. theory. IT-24, pp. 525-530, Sepl. 1978,
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Died Name of manuscript author

AH AD
260 873 - - - - al-kindi —————
I
I
322 934 ] itm tavatada —————m
I
_ [
350 | 961 | | («-ibn wahab al-katid
B
: |
? I l| sahib al-maqalatayn —»
I
|
1
? ! ;4_ sahib adab al-Sucard’
b
Iy
627 | 1238 : L+ ibn dunaynir =—p
| |
I |
666 1267 L~~~ —» ibn cadlan |
- i
762 | 1361 ibn al-durayhim <— -
821 1418 al-qalqaSandi -<———————|
—— explicit referances
-------- » implicit referances

Scheme of referances and cross referances
by the authors of manuscripts




Finally, this second velume will be followed hy
the third volume which will study and edit mostly
several manuscripts treating old alphabets “al_-aqlam"”.
These alphabets were mono-substitution alphabets used
by scholars in thier secret writings, or are oid language

alphabets deciphered.

£



characters in tﬁe clear text and increase that of the
low freguency ones as much as possible.

b- He gives an extensive analysis of bigrams and
trigrams in Arabic, their frequencles of occurrence,

and their use in cryptanalysis.

c- He proves, giving several exampels, that when the
- cryptogram is not lang enough, and symbols are not
repeated sufficlently, it is impossible to decipher,

since you can have many corresponding clear texts.

DI. sahid adad al-Sugard':
The manuscript is an essay “risalah” eXtracted

and summarized by the author of a book called Skilis or

Poets or Literature of Ppets. The essay is called "risglah
fi istihrdg al-mucamma min al-3icr” or [an essay on

deciphering encrypted poetry ] . The author repeats

some of the principles mentioned aiready by ibn
tabataba, but his originality lies in elaborating the use of

the morphological patterns In cryptanalysls . He aiso

presented an Important number of examples of

decipherment.

¢y



i. ibn tavataba, died AH 322 ie AD 934 :

He Is one of the eariy scholars who wrote on the
encipherment of poetry. Poetry at that time was an
important medium and may be among the most important
media for spreading InTormation. In the Islamic state, at
that time present over extensive areas, from Spain to
China passing by North Africa, Arabic was the official
language, and poetry was a very important means of

*proadcasting” information. e found that ibn tabatada

was the referencé for the crgptanalyslsﬂof enciphered
poetry. He was quoted by many other schoiars. In his
manunscript he explains very clearly fifteen principles
of cryntanalysis of enciphered poetry which are not used
Tor cryptanalysis of enciphered odinary text. Itis not

the place to explain these principles in this brief revieis.

U. al-gurhumi has two manuscripts which treated

mainly the cryptanalysis of poetry encipherment:

It is clear from the titles of the twe m3nuscripts and
from the text itself that they are parts of larger manuscripts of
the author, which treated the whole sublrct. The

originality of al-gurhumi in what we have studied Tor

him nere is manifested in the following contribul.ons :
a- He analyses the idea of "evenness of distribution”
or "frequency reversal”. He states that it is
important to try to reduce the use of high frequency

£1A



111. The originality in the manuscript of jy,

dunaynir:
This manuscript is the most voluminous of all the
manuscripts we have found so far . Its author tried to

include all previous knowledge on the subject. He quotes
explicitly al-kindi, ibn tabatada , §ihid al-maq&latayn ,
and sghib adad al-3ucara’. He mentions that certain

Ideas in his book are original and unprecedented. We
found in particular the following methods euplalined for

the first time in his manuscript:

a- The use of numbers to encipher text.

b- The use of more than one nuinber to encipher the
same chararcter and to achieve frequency reversal.

c- The invention of some special composite
encipherment methuds employing substitution and
transposition.

d- Presentation of several concealment
encipherment methods, such as concealing the
cryptogram as a commerclal document, or a story,
or an astronomical document .....

- The use of certain devices to encipher messages
such as coloured rosary, a wooden board with
holes and a thread, Tolded sheel af paper.....

T- Practising encipherment of speech by using hand

signs or when playing chess....
£19



may be dangerous in wartime. This reminds us of the

American PUERLO incident.

c-Stating the ract that errors in establishing the
cryptogram are or great use to the cryptanalyst.

d- S-tating the fact that those who want ta inpent
enciphering methodes should knew Tfirst the
principles and methods of cryptanalysis.

e- distinguishing - between simple and difficult

enciphering methods.

Il. The main new ideas introduced by ijbn wahad al
~katib:

a- The Introduction and explanation of some composite
encipherment techniques using transposition and
substitution together, or using substitution and rulls .

b- Praducing a list of bi-letter words In RArabic
presented in decreasing order of frequency of
occurrence. _

¢- The invention of the idea of enciphering two-letter
words by a special symbol Yar each ane, and not as
two characters. 7

d- The treatise of jbn wahabd is'uery rich in phonetic and
phaonolagic theory explaining the reasons behind the "order
of letter frequency” and the “conta‘ct count” of letters.
He speaks of fhe "leastr efraort principle" of *
assimilation" , and of "place of articulatien” an_d its

effect on "contact count" ....

AN



6. "maqasid al-fugll al-mutarfamah can hall al-tarfamah”
[simplifying the goal of chapters on cryptanalysis],
written by ibn dunaynir who died in AH 627 , AD 1230 .
This is the largest manuscript of all those Tound up till

nous.

7. *min kiab al-furhumi- [Extract from the book by al.

gurhumil

8. "min risalat abi al-hasan muhammad ibn al-hasan al-

purhumi~ [Extract from the essay of al gurhumil.

These eight manuscripts are written by six
authors. We list below the originality of each of the sik
authors as revealed by a comparative study of all the

manuscripts:

l. The originality of the work of sghibal-maqalatayn:

Important ideas in the tweo essays, which are not
treated by al-kindY include the following:

a- The use of several symbols to cipher each of the
higher frequency letiers, that is, the invention of
"frequency reversal". This is before its use in the
iWest by more than three centuries. It is used in the
West during the time of Henry IV .

b- Stating the fact that if the ciphering method Is too

complicated, it would pose problems to the users, and

(A4



In this second volume we proceed with our
analysis and editing of a number of Turther Rrab

manuscripts discovered. The following eilght are studied

in this volume:

l."ris@lat abi-al-hasan ibn tabatada fi- i;stil_;rig al_
mucamma [An Essay by jyn tabataba in cryptanalysis}],
died in RH 322, AD 934 .

2. "min-kit&b al-burhan fi wuplh al-bayan " [Extract from
the book Proof on Elegant Writing | by ibn wahab al-
katidb from the fourth century Hegira the ninth centry AD.

-3."al-maqalah al-'ula f1 Fumal al-qawl cla hall al-taragim
al-musahhala al-mustahsanah ila al_hurdg” [The first
essay: a summarg-on cryptanalysis of easy and simple
cryptagramsl.

4. "al-maqalah al-taniah fiistinbat al-tarafim al-cawisah
al-Zamidah al-musaddadah” [The second Vessag:

cryptanalysis of difricult, obscure and protected
cryptograms] The author of 3 and 4 is unknown yet to us

but was quoted by ibn dunaynir as “sahib al-
magqalatayn” [the author of the two essaysl.

5."ris&lah f1istihray al-mucamma min al-3icr mufarradah
min kitd&b ‘adab al-Sucard'™. IAn essay of cryptanalysis

extracted from the hook: Skilis of Poets ] . He was quoled

extensively by ibn dunaynir. VY



Abstract:

The first volume was published in 1987, and
included the editing and analysis of three important
manuscripts on cryptoliogy which are:

1. "risglah 1 iStihrag al-mucamma” [An essay on cryptanalysisl

written by the wel known al_kind I, born around AH 185

or AD. 8681.

2. al-mu‘allaf lil-malik al-adraf f1 hall al-mutarfam” IR

manual in crypianalysis for king al-a3raf 1 written by

cali ibn cadl@n al-nahawi born in BH 583 or AN 1187 ..
3."miftah al-kun@z fi Iddh al-marmuz" [The key of
treesures in deciphering coded messagesl] by cali ibn al-

duxayhim, born in BH 712 or 8D 1312.

In the first volume, we studied the factors that
led to tha early advances of Arabic cryptology. The
originality in eatrzrn of the three manuscripts were
pointed out and analysed. We concluded by observing
that our discovery of thirteen manuscripts that have
been considered so far among the lost works of
cryptology, provides fiim evidence that "CRYPTOLOGY
IURS BORN AMONE the RRABS ___." as stated by the

renowned historian of cryptology, David kAHN, in his

book The codebreakers P.93.



In his book KAHN ON CODES David KAHN, the well

known historian of cryptology, stated the following :

“The Moslems developed an exceptional
theoretical knowledge of cryptanalysis. This knowledge
bespeaks of a fair practical experience with interception
and cryptanalysis, though some scholars have written
that they doubt it. T!le various Moslem archives remain
relatively unexplored and thus might bring exceptional

rewards to the investigator.” P. 284

R An article from the Journal of Semitic
Studies ..... , It showed that the Arabs had practiced
cryptanalysis long before the lJest-and provided me
with the most important historical breakthrough in my

whole ho.ok. " pP.21

" Caesar's elementary cipher sufficed for his day,
because the first code breakers did not appear untill
several centurles later. It was the firabs who discovered
the principles or cryptanalysis. But their knowledge
contracted as their civilization declined, and npt until
the Renaissance did the West discover cryptanalysis.”

PA4l.
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